





i Di=-EUT | =k = Ul n

)
O
o
=
-
m
=
—
Jp)

L

[ =
1. DHIZEHT DR} FO| L ZERI 8 covvrverriiriiiiii
2. ZHZEHTOIA FHTLEOEO ZEQ AL v

COfLYREL(DIQE) +vreesersesesss e
SRR IFSERPTR(NSI) «eeeeeeermereeee

ZHSSAA AL Jhed Akl 105
(Eﬂ%i) ...................................................................................................................... 115
(R2) (A7X Y 7|22) IHBSAT T ATHU 5L QOIAE v 121
T, 718) K| GITLEQE QOJAFEE evvvvresssesreisscis i 1922
2. HOF Al GITLEIOF QOJAFB w-vvevesesseesiesiiis it 124
3. 2B 25 OITLEIOF QIO AFES «+ovveseesseessreiiie 126
A, BB B TLEOE QOJAFEE croreeresesresreesetis s 129

(MIOIY ZRQ RO AT -+ovvveeeesresssmsssmssss s s 131



o

o7 BE0| WOt Y
U 27

& 0]22] A7 FE -8 HE
£

(i) ol= 2= 0= A1Z0]
0[0j| et R2|Ltet AFAE R 0l=2| AAE 46
9

Qo3 e
) 0129 X2 ATHO MM r}
HAWA-33 (NSPM-33),

29
ORI

FQ R&D X2 X|7| e
)(DoD, 41.8%),

(g

- rR7jO S
Hys

ZHEE (38

- OSTP2| NSPM-33 &Y

™, 2025 3 AIHE(FY2025) 7|1&

ory 9|2 TS
==

e

2

7|12 012 9J3|1x
ot AT OArS] O 92.5%F AHXIGHH, PHHOZE 2
=7

-
-

&
b
2

(_T'_
[SXS)

=

- 20224 "CHIPS ¥
|SIZAR(CRS) T
HE(HHS, 27.1%), AIHUXIE(DOE, 11.6%), NASA(8.5%), =& SHIHTH(NSF, 3.5%) =2
Molge
2I(FTRP) 201 0/212

11 Ol X

F) 2= g X3 26 XL
A == =l

H1 o
T2 - (MFTRP)O| X Z0{5t12

S7HoHOF &

B oL X|5(DOE)
(1) 0|= U X[E(DOE)= 7HH S =X
7l UAE, AL 2= A o2, =<
(TE 74Y) 0|=29 L AFEHOH HAM2 O
HE =5 DOE O 486.1A
el 8M=2:DOE O 142.3B
TIHEH2KCRADA) : DOE 0 483.1B

ItEL{H(SPP) : DOE O 481.1E
DOE P 485.1A

- 9=
o

HSO

pSEIZS|
[ B |

TE=INES
OIM Z21(FGTRP) &0 =X
2t

§.E

a4 ZE%: DOE O 550.1
257|& : S&T Risk Matrix
@ (DOE 0 486.1A) Foreign Government Sponsored or Affiliated Activities
o 9= HE =

—

27t B2 e 2

- DOE ZI¥ 2! Contractor PersonnelQ| {8127}
A
(0]

00

- DOE2t 11

5)e
o/

\



@ (DOE O 142.3B) Unclassified Foreign National Access Program
- =2 FACTS AAH SE, O|FM HZE, IZ 20l 5 HAHEQ
- Red 7|2 B2 Al /=7t =8At= datd S0 H Cl alAEL
® (DOE 0 550.1 Chg 1) Official Travel
- (DOE 2@ &= Atel) DOE 217 H ARt 2E 4] 2] S22 FTMS A|AR S5 U AR 501
o, D=7t HEX| UE = 2 A 2ot Al IN AR B2l E
@ (S&T Risk Matrix) Science & Technology Risk Matrix
- 7|& UZEE Red/Yellow/Green2Z &
B A =258 oA 2 &010] B

- Red= HMet/|s= t550] /=7t
® (DOE P 485.1A) Foreign Engagements with DOE National Laboratories

- 2= =72 H¥H2 DOE 22 AHEE
- MOU, LOI, SPP, CRADA & &N HE HY|
® (DOE O 483.1B Chg 2) Cooperative Research and Development Agreements (CRADA)

8 24, FOCI AL IP 28 224 55
ol T

t

-0z W78
- Y&=7t £E= Red 7|2 &H =82 DOE At &
@ (DOE O 481.1E Chg 1) Strategic Partnership Projects (SPP)
- DOE/NNSA O]M1} Fatd, MAEH Kol 6 F, 2|AA JGH| 2K S 2 HE
- Red 7|& 23t A| FOAB-DOE At HA| £ T
(E11) DOEQ| &/&=7HCountries of Risk) & 31Zt=27KSensitive Countries) & XX|
(1) 0|= HXIRZ(DOE)= XIHE 2I@=7t Y Diz=7tete] 37 &, 7|& F2, Q18 W R0i| CHoH CHfst
A &0 & SHZEXE 2ot UCH, #H A2 70, 7|gHs, Wy g5 4 AAEN UAS
@ fed=7t &d =X
- (B9) =Z7FEE=9| Y Yot 2 F71 Y M=o m2f DOE XH0] X1
, =6, W2 A (20259 58 7|F)0|H, HE Tt
= 82 A DOE 258 2 oy 501 H
& AA

- (M XIE=) =, 2IAI0, O

20| WO
O - =1

23 Mgt
o (ZEATLA HH HISH =272t Red 7|1 EH(MOU, CRADA, SPP S) 2X|, AP HH e
* (CRADA HIZ Mg Red 7|& Z&tE CRADA &2 A| FOAB & DOE At 042

501 4Q

« (SPP M|Z X3 Red 7|2 L3H=l SPP 32 A| FOAB & DOE -2 042

- B 7Y 2 58 X7
. (RI371E M2 S YT FXKY/7 2| Red S 7|
* (AMQX| T2 K3 DOE X2 & AR ey YIB=7t FGTRP 201 B, 7|8 9/

\_



v

- (B9) =71etE, off HIZht, ZHIQHE, HI2IXH S5 2o §MXO= XY

rO

- (X XIH=2) 28 27K, DOE W& SCL(Sensitive Countries List)2 22

-III

- (M3t 01) FHYSLH, YoHN HE, BY 58 SAOIK U

1

- 2R TY Y 52 T3

-4

- (BHCITA B A TN UARTF ZHR ATRIGC] $2 Al B THs O1RE AH UE

(CRADA &3 & 1) H27| 0| RIZH=RT1RF 0] H & Al FOCI MAL T, 2FStER| T
2 RIFH P2 BEKEO] NNSA 2 Al QlEIA X3 T4, 7|22 FACTSO| 52
PSEN I

.
N
}
p s}
=
i
_L
l_

S kS HNSF)

(HR) NSF= 21 231, 0I5 S, H=2X1Z 431y
23k, O Of2} PR M RIS 23, 2287}
=5 2

12 ZotE HAL Y

=

= X|& Zet 0|0, "CHIPS
LHZ7HES=, 2IAI0f, O, 5 5)242

11

(2 HITEO T U Ol AbS) 202411 52 20U HHBE PAPPG 24-1 7/EOR [ Algt B7H- &1
o|F 3t

- (= XtZ-Current & Pending Support) /= H& - 7|2 ZH /7t X2 (H7H|, &H|, 21 5)
- (2= 222 7|0§-Current & Pending Support) 2= 7| 22| #=(in—kind) 7|04, R4 F5HT Zot
- (212 ZI9|-Biosketch) 2= 7|2tnto] RE A X2 -UR o7 S (= 0 22)

- (2= FEX-COA) 2|2 48708 W SSATAL, SSHAL, X=Xt 2 S

(MFTRP 3X| ¥ 215) 2= £ 2IH2 HotM HiE AIFRE MFTRP(2Y 2= QIXIRX| Z203) S8

JHE 2USoHOF B

12 2 : ATEA E XX Q1F) AZH NSF £=5{20| $500,000 0|44Q! 7|42 Xta| AR AElS
2ISHOF &
(1" I8 A| ZX|) =2 710, 312 71M, MFTRP 519 Q15 Al 2+ 780 M2t XX

ZEA(NIH)
(1) 0|2 L ME2lst Ao RZAM HSE ol HAL L 7|240| = &5, XM, X O|HEA IS FHIA
SMotEE 27

ZQ QA

oo

~ (Other Support) 2|2 At2, 9121, XH| S 2= $2 7|0f L5t




o N

- (Foreign Components) 2/=F0IM $l&l= G+ Ee= 2= Ak G7A 20 Al NIH AR S0 22
- (FCOI (MEX 0[aiEE)) 2= 7| #0IM Lot FTX 0|92 A% T|UE S

210 @Y

— (Other Support) JIT =7 2 RPPR 211

- (Foreign Components) Z|= MOt E= HE Al A &2

- (FCOI (X 0laiES)) & 13 01 7|12 H7F L NIH 210

O &22F2(NASA)

(HQ) GCAM(Grant and Cooperative Agreement Manual)2 Sl J7EHQt, +EEH|, 2= 20X}
#e| S o 1™

zQ QA

o3

- (Export Control) 2|= Z0{XAt= +=5SHMEB(ITAR, EAR) ME A 6 It HQ
- (MFTRP &XI) PI, Co-PI, Co-I(212}t 10% Ol H0{AH)= MFTRP OIFCIE 0 A7t QIS

- (Foreign Participation Disclosure) A% 2 et 5 28 Y& Z7f ZQ

(HR) 7|=AT HANMEE] 2= Fetut 7| R YXIE s MFTRP SX|, SRS, 22tuAL MES

40

= (Current and Pending Support) 37 At2| 2E IHA| 2 2= X2, A2t EY, 25171 Y2 ME o2
- (MFTRP 2X]) 2024.8.9 0| MFTRP Z04At I &t 1bR| =

r
M

YA 0|25 7|22 A8 8 =7t

- (Security Review) 2|=r S2H0]| CHSt (&7 |8 MAF =9 (FTRP, FCOC Xi2, £51, BIS SA7 |2 &Y
37

- (Prohibited) =8 27}

- (Mitigation) E&tXX| ZHE 45

el

- (Disclosure Only) & HZ0 Q7

- (No Action) X g2

(012 Z=X[) MFTRP £0f AF2 12| RPPR E115HH, HOteA HE Al M S 3 0|QJX|7| HX EXY

\_ vy




v

& EUQ| SREO Y= - ™ e

€ EU qEQt e

AHUIF) QBUASHEU)Q AT -S4A 200X RGO HtEls HTLE 2| AF0
M AHIeto = “7hs6t 8t i (as open as possible), 2R

= St 0t2 M|4H(as closed as
necessary) 2= & Ot2h, 7HEA 0t KOt ALO[2] HE X

* Council of the European Union. (2024, May 23). Council recommendation on enhancing research security.

- =H R&I(AT & &) B PHOIM RYUE 4 U 22T SHIQEH 7|201H, =2 24 Y,
= FEY !t 5)2 BAIoHH, 0[2(8F 2|A37F EU & 2@=Q| ot - 7| - X240 J&2 & &

QUCkD Rk
- X2 WO D7t A0IN et et [
I 7 7

7} CHS 7 OFE, @FE B

51
Al EY 2|AT Q1A Bl X2| 25t 5 et

Horizon Europe

(A2 #X) Regulation (EU) 2021/695 X|20-22-40Z%= Horizon Europe THHO0IA HTE QL)

XH™MoZ HAZE Al XSO 2 Horizon Europe HTRE Q0| CHRIZR! H|A|

- (HI20=(&22) &7t =3 HA A EOF ”=] &4, EU Classified Information(EUCI) M2| 271, EU
QE o= A Holgd Hed 5 1d

- (222 (F0)) LErE 7 JRS RXSITHME EUL| M2FA Xpik-019)- K24 - Ot 2 &5 2] 4

- (M40=(AE1 SH) B 2HResult)2] O] - 20[HA A AR SE S B =6{|A}2] 0[2] K|7| e,
HIZAE M3= Chef OIX/=7H 20[dA0 Theh Eel7|22] 0]2/H 7

PN

(3 2 M) Regulation0ll 2745101 AeY- SYEl= T

HAS MF EXIE LA et

- (Commission Decision (EU, Euratom) 2015/444) EU 7|2XEE(EUCIHS M|, &5, g, 25 Hit

M EE A2 XZORN, B2 - Ao 2H| 4

rir
02
Ho

- (Work Programme) Regulation H22Z(Z0{ X&), H20Z=(EQ), HM38~41=(MHut & E
H3)0| 2Hot0, H=E ZHOICH &H0] M|SH 2ot Q74 M} 2a| 23 It S ELEE X5t

- (Model Grant Agreement (MGA)) £0t- 7|2 -EUCI £ 222t 8PH HARMH1te| AL &8 01X &
2fO| M A0 2ot HXIE H A R 2 HA|
(LI Alef &M) Consortium Agreement(CA)E S| ~a{IK} 7F LIS AQf AtelE A2

- (Consortium Agreement) 3|kt 78 LHE ALY 2, ZAAA]
7128, H0|E|, M3A &€& 5 A+ =20 ELet 2F 73




v

(EF EU 8t 7#) Horizon Europe A%l 742 S A7 OILIXIRE, Gs0k LH5| SIS0 TR
20| SAIO HBE 4 U= EU 7Y

- (Regulation (EU) 2021/821 (0|52 HA) O|52E £2 7|89 £& -0/ 71A|
- (Regulation (EU) 2019/452 (FDI Screening)) EUQ| Ot - ZZEIME XolEt 4= Q= Q=01 X} AAL
- (Regulation (EU) 2016/679 (GDPR)) tA| 4=t T-H0j| A 7HQl H|O|Ef XM2|0f M= A8t #H

(CHRIZHIE, AWG) EU 0|Z8% 118(2021/821)2] S 0| 27, A7yt 7|& & SH|
(CHRIZME, AWV) =R MAL RIE, HT7|2 X2 Q= Al &AL CHY

(DFG 710|=22)) ZHISS T FHO Al HFALS| L& At7F 7t 27

(@723 #7d) 2 A7elE =M, H0lY, MHEH A3 78

- (4ABYIER) CUSBE-0IL 2R OF A W X1, YRS ThoIRole) E4.

- (B2 e O-ESHY &, o17H XA - 26 Al A MY Mot @FEEet- 7|2 RA|- XA
253, @O+E8H 22Xt HE

- (B2E X013 OHOE 25 8 £+, QUALIH - HX| 4, @ATYI-7|LYE 20 Z7H 3K,
@H|BI4 BN B ARE HE

- (O|ZU=0IE) MHTRSIUGIE Sot 2082 2AT AT MOl OFESH F4, ¥ H
vl

(F7IQHLEXIH, NSIA) 2711610 FEFS 02 4 QU= 014+ SXF 20 CHoH FET AR HHYE 4

A
H=2 T M
A3t 7

rr

- 1770 2 ZORETAM, Al, X, 1Y, SadSst, Lot S)0 et 7= 2 SE thy

-1, O
X 177K 2 2010 g

S AHIA SEALA|

= THH0IX| O01, Al Y OL{R| £0fe] U 215 % S FE ), BlOJE| Imat 2
23}, 2 20F 57} S KISEHQ AE9 Y =07t Y 5

+ZEX|H, Export Control Order) 0|Z2E & EQN-7[&2 2 X 0| S Aot 2AL HE
2 WMD &S BEX|

(=788 2ME, ATAS) EH 2M0| sHY - AXL F= L £ TIZ20F HAE 85t H A+ A&
T/H|XE A ™ ATAS SHM 23

(M| £ Q= A X|E], Trusted Research Guidance) ZM[EZI0|A UM THs
|2t 2 AKXt TR AE- 2SS X|Rok= X

rer
re
i
113
1
>
2
x




v

5 JatTES

>
o
ra
re
b
ox
o
oln
=
Oy
0o
|.|-|

(0% T 7|&-3EEN) MS- 515 HYH|, SMAHIHE 7|
EU gLl O|M-B7 - 7|=X|H - &5

- OB BALE YR - B3| 5 HA}

ikl
ra
op>
H
N
>
>
i
2
%
on
o
4>
30
0o

- 5|7} 0|58k E52 EGIDE AAEES Sclf ZMIE A5t SBDU 51717+ HQoHH, ZAISS
WE(DGA 8) B HAIE Sall 52

(RIZTAFH(IPR) HS) A X[AXHAHO| M2} X FUHE2 7|2

HAS HtS 4 9IS CNRS, Ecole Polytechnique S 7

(CIOIE 25 - AtO|H Q) GDPR-HEARE0| 7|H510] UZH|0/H 255 ZalotH, ZYH0/H 2%

SAEI2 HDS(Hébergement de Données de Sant¢) 915 MIBXL7t £=346H0F 5111
71Hx2|- QM5 S TUE HSXX|7 Q1=







[ O=-EUH | IXSSAT HFEL ZHO|

>

FTIHNZ
Doy |20 R0 T2t FRTSATE 2742712 BT S STIS 95t WAFOI Q42 Xi2| HD US

- RelLet=s o2 FR=se| SHESA0 M=H2= HO{otl ACH, 0|0 Tiet ZHES ST Al L2|Lt
AAS0| 7Ofoli0F & AL Offw/+ HH B SQaHXAILL US

- THTSATOINE HTHOL B WK L W} 27
A3 ol &0f, M M0 CHsH YzsH FAD} o2

- M2t ZHSS S0 &ofots Rl BFASE2 LA &0 27| HARE =9 S22t 78S HES|
ZEsH], & S K 0laiz= 22| SO tiet Q1A IS Saff sy 78 =5 flet AH == 2R

fe|Liet AFAS0| FHSSUT +8 Al Eoli0F & ATE FES MAMC 2 Falot, AH| & IFH0H|A
LY = U= FQ Olsr L ARIE HACZ A 2Ot 7H0]| CHet Q1AS MITeia! &4 HES =0I= Ol SH0| UAS

7158 AR FAQ BAI0| A1 RIZE SYH TIAI510], Eis T 2010] Ofcd 34 40| MUK 710|201 HBS SHE 3

r

(R2%) FRBSATY 712 Wit 9, 12|17 H7EtS] TN =0 S8 U AY T2 HE A7)
(HI3%) 0| 214 RAD 01A A9 57} 712 (DoD, DOE, NIH, NASA, NSF)S SAI02, 24 7|z Al0[3t
B0 Q7MY E4 TAE HRHO BASKD, B2 B of, oF U 22 R NE, U2l
2| S 2Ltz AT UHOIN RSO B AIEES H2 B

* DoD, HHS(NIHZ CH#l), DOE, NASA, NSF S

- 0|2 Q5 FY2025 O|= ¢t R&D OfAt 2
UHEs EAMotad, AFXS0] A ZESt

f‘—| o>|'

(H4E) EU A2t 7HQ, Horizon Europe S0t 2H Sy 2 8HS 2511, EU B7HR&D £X} i 49
IN=(FY, =, TYA)| AFEHY M= 24

=
[l
0
=
2
0l
mjo
E
I*
HU
nx
=
Hu
II
E
d
or
ro
mo re
-1
I-E[
6E
>~
E
ru I
n
>
>
Q'E
.—‘E
Im
ol
N
>~
=
T
HU

s, GTEe Ol 7%?.* 24 XX, 1‘%9-|MBF S

7k AROIH, £ 71, 2

&2 710|=2fR10] £2 20{(F0] A} shd2 23 0K B0 ==& Mol Fx HiEutt






= Hr =r +
il el < %0 =] il = Fo.l_.
il Eol_ ol_r..,_ % ol 0 ol = s ]
B b K X on kg TE T -
a2 o T 80 N Mmoo % ow =
o 7 5 R o % & %0 Joome e
T o | o] KO ol 4 5K A % e [0 il
g N = o m X m o < N3 o
= H Ell AN b ol 3 X =
8l g 2 = 2 Se 2§ 2 b 3
s i | oF o _ ol = =

H <+ o P TS ] Mﬂ R 8 @ 8
o f I} oo o 5N - )
rt 3 = no gl R0 g z o A
qh o3 Kl ol o ol I = 3l u.mvﬂ u_._m 50 [ ~
= Al Mo by 1 = o n N o4 0 iy
o D o = = o =< 0 — OH <4 g

ot o 0 o] o = RO = i - — o il
ﬂ R K- = O " Bl = = mu_% u_wl__l 5l ) o uoN g
ﬂ._l 51 M _._._._|. B0 =3 oK ou  or I m i1 a:m._o 0o El
o ~N O__._._ q_OI __A_l |__A|O _.__O _._._._O w - |_.JI|_ o __a.___._ H_u_
qh S K I ofd = iof ol o = ol ool = =
o X g < pit oH mu Fo H = = oS T 0
- H_= _AO 24 == .r=._ - 70 < 110 - ml .ro -
1HO il = i =] ol K40 i 7T ~ o K 0
g1 o R ol = e ®< MU = . s
_.._° ot s W oF & K mm = w R N Ljo %o R o 2
el oF 2 o ~ KO ~ g I B ® or o < g R i}
= = R - HOI | — & o fiy _H.H H_._ N _._.__ < ol
s Kl n B 2 L I - KE =r - = o uo = E -
+ = K1 oF E] S — o @ &0 oY 3l ok
rr KF < W — = o3 < W30 KH < - a0 M Mo

- 84 o N ok © m FD 0 =~ < 31 O Hl o
=} [ ] o' ﬂ _._m__._ EE H.nﬂ @.O S 7“ o e —_— Ou_o ~ ﬂ ~N - _|._o T
Kl e —_— 0= __ o] ﬂ.H H K __o_._._ . = vV ol a Al_v oh Y =
N KO ol L o = 0 OH 7ol oo OX 3 ol S om =
ol &N KO o KM o ol EH wORT = T = = S -
% _— <k LA . B> X om0 . 8lw g oK
iy = of ~ Al ol mju Sy 0 LA B X kK WM o= = IF R sy O B0
&) T & Tz - Z HR g M BRE S T B~ Fpopd
I Nl & & 8l ”l_ on K T m__ , 2B H O o RO &r = o
= i o' 1o o m E o RO T il I =~ v/ R R e
Y oFza fppErtplefos22 g ¥ i on g
i 8l o ow ¥R g oz 7 oW om o & omom = Moo TR e
- Ho ol - ™ ] = ol o A ~ ~ o X = 5 —_ 41 N s 4 TN
i - a8 N & = T+ 11 ol oK t = = 3 1+ Tk of e T = o
=) _.._ﬂo 3 R @ e g & N g & o ® = moam & I £ 8 &
rir _ oy o M 5 =R g @ X o of It _._.._ NN 3l W o7 o _u.u_. ok B
= i o == @@ RMF & WM 3 g & & 8 Bl mron Mo RO . gy 3 =
= : = W ™= 1 oy N = = Ho X & 8w 8y 8
. _ = | _-_._l | | | _n_._l | | — —_ ~ ~
_._._u 3 _.Iu [[[e} | | |

/l\\ nv 4 i
N4

| —

[=}

1 HE 7t

=

2 2250) W2} o

=]

<z

(=]

S+ SS ZelotH, 1 M2t



H2E. 2SSt St

A,

o
2
—

= G| X

FHBSAT

ol

Hel 712

s

- I SUHE7 |20

- 17|

e

=L 417|120

—
—

ol

]

% (Ofl) =i CHEHO|

ig0
e

o

O=2 HO5HH,

e

| S5 SN

20

- 59| 7|

of0] MZE

=]
EO0IAM =L A2

A
[ |

HE & ACH,

k2 0|

Of =LH=2l0fA

&l

- o)

il Cfsto| 2SO o1 48

9|

ps]
S

(EU)2 35 &+ o2

21}

(Joint Call)

- GFUES AAEI0 UXT, A

%
- G-l X

® = atH|

|

| 7|g0] 2718z ot

o
=

=it 0|=9 = A7 22O

=l

% (Oll)

6 ZHSSHFL 718 &

THESSA |

- (52 ZA}) e70N

Ho

- (AP 718)) i1 atH|2f

& dE

TaH o £

&l

m]

A0, =L S| =0|

7l
i

vl

ofHH, ¢

=1
o

XMooz DL

ALH[01E

al
=<

tES

ol

a|3Hof

: THZSATOIN HTH| AL LS BEt3|

Ao'l

o

-
KK

ujo
KO

ok

[l
filll

N
e

ol

KEl



I = i S o & N ol B o
zwu® I L 5 4 F 2 % LA O
. =3 ; ) Tl ol R = ~
= I o A Ry ar K . 2 ik oK 5 X )
_._._._ —._.T_ LH 110 __O._ O_ = H_O _Alﬂ __o|_ O_ 4 70 o __b ﬂ_._._
ol & A& M o % =) ol i3 = M_ﬁ.V =TS L K 31
@ O Do 2 o E oy T s K = 2 —
r8 B da @ WEEH o om w5 Rbogpot D K0
8l ol o N =< S 8 - ) i rd o ™ KO @K i ofl
ol o L X k@ - iod =r g Ul W= o 1 2
ol RTX0 0w K oF o Tl K 2l = LR KK > of
& <k o mﬂ.l wo M ok g T Py G- =3 ol 5r N0 Tt — H
SoE Ko m R mb (U T R T ) o H =y 8 o ol
FEd e s XAty ® g K T U B S
oF = oF T L % oz K - i ol rt R RO
o £ 3 T S = UL waga L8 oK
: hy = i ﬂ ol =0 - - = =T N o+ K O_; =
SR o o 0 ak NO BO - i L) e = AL il ar
~ 15 R il o R 38 5 ._ H LA mu=._ ol 3 ol
S®E c F5n . R g on _- = T 8. > M= & o0 % op
b O R =< = ol 31 RO = = = - = LaN) w0 10 o3 =,
M s o Fue = W B5 5 & o e X o 5ot M
=5 3§ < U X S ol M S I i T o3 i0J = ooz M0 5 % =)
g o= A5 m_l. SO WE % O = 01 @ °% g o O® o go 0
Rip & " R RE Eo B g oK i T R ) S
U M EZ oo ER oE 2 g E S g Iz B X
WoUog W2 gy :4 R R = < o R’ Ao Do oy K
AT B my B oA R0 o OHU Ll o4 KF Ki o 55 o]
— m = I oo R= o 5 = R Wl = o <k - U= H
.AO = RC zr AT 2 m o T ~N A_l o K7 o = ol nAn _ll_
o (T 2 REA M AT ge BOT o o 20 9 o Lo B o1 4w
r ST > = AL D fal s Ko %1 0l Ro X ~
S S ® = TS ZMw o B 3 o H = Bl 053 Noa ROy N
K0 2K Pm s WE = T o= & Al Ro ® o oor - 3 m RS ol Mg
— G Mo R Ao mE 2N T35 0 me 9 S R S I S
) T Feapli® 2 050 Doay o wrg o ds o
e - = = £ o XMW [0 o ] o N N Il % =
8 9 D o S oms SR nD WE Fa 5 Hi sE K g R SR oT W
5 RN on 05 gy O by Bw g T w81 M oo g
o w0 A 2Ryl T AT RE ER LSRR & PR wEHL M
B oz B W% g S ooy a0 s Ry gway r opogh 42X
- = __“_Aﬂ._. N W R K o @ [ m.__ﬂ W B xﬂﬂ_xjmﬁﬂ 8l m_uﬂﬁmo:._“_,_.nﬂﬂkl
B S oF 81— Wl Sy g O = g H oD oM =2 %95 o7 @y e X =
o i moTEon Fkospnm Lot bW Ry ym o Redogpgd w3
Ho k| X B K VTS mEe Ho e X Db Yy Em
s 8 m EE b ag o il ny PAER = LR LR
;B el Ergbas phir gt Bace o GRNAERe R
5 ST o © 2 - WK = ol U ! = o Ko 2
2 R F EEP AR AR p L YU B § oxEwemp E
i ] of T = = B M B 8 & s ff V&R oK s =~ 58 4
rir r H Ko © o ~ 1o o Q= =
E) o mME 0 Blo ! © oF | 8l of ! ﬂ K RO BO ! ~
= An
&
@ o <

oM S

A
=]

o]
AL



H2E. SHESSAHet ALt

G7 HTEQ BAI2 [IST 22 g S B3

- (3T 224 0jolo] 2 QX)) I ATBOL HMO| 20| R - HAH 0]9|S HESHHAE 2K
B219| S Ol0fA] Z3IS 0|20{0F B2 UZ

- (WA} eiEiote] Zaf) CHTLEOI0| THESH A} EI01 NI SIAIS RIGHGHK 9422 St 2 e el
Rie 42 ZE0F B

- (213} i} S7)) HITEOMS ALK RA7} 01 AN 512 Sa ZEH0{0} oft, 45 MRS Higo
o7 B2 QIO B

~ (A O | 208 G1IA} 2 7 [240] STt QI3 ARIOY QIXIGHD 1S 4 QIS e BR U WS TR

- (Y8 £Z0I M2 4Z) ©I17 20F L BT LS| T2} AHEaHE HOt RAIZ HEol0 ATRISS RES
5| Aot WotS OR1H0F &

- (B MI0| OJ38) AP AR, 7[R, B, ZH7|T 50| BEO2 MQS K| BAGHOF ot TR

- (NI £ 28] G U AT BO| AR TR OJRS TS| QNI 4 4 UTE EHGH
7172 ORR1540F 3t

- (MZNT QA BHE) STEO HHS T& U N HHO| HS0 M2t NSHOR T JHME0{0} &

Risk Mitigati.
both as a standard organizational practice ™.,
and for individual research projects.

Identify areas of risk activity by
conducting due diligence and ensuring
transparency and the disclosure of
relevant information

G7
Best

Practices

Research
Security
Measures

Involve the actions to identify and
protect research from the actr
and behaviours that compromise its
integrity’

Integrity of
Research

Research integrity is the
foundation of domestic and
international research

Bad Faith Actors
Engage in economic activities and behaviours that have adverse
economic strategic and/or national security implications for
research

[2 1] A7t A7z

90| @42 VI=E B

X (X)) https://science.ge.ca/site/science/en/safeguarding—your-research/general-information-research-security/intern

Q-

Establish Resources to promote

" awareness and forums for dialogue and

information sharing on research security
across all research stakeholders

<3

" Identify and share information on which

research areas are at risk

Research
Integrity
Measures

Involve adhering to the value:

L= HLIAl

20-. o=

ational-research-security-resources/g7-common-values—-and-principles-research-security-and-research-integrity

0|2{3t GO YRS BHBEATE £ oH=
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ALl
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PN — - | A~ .1X Ol
)| H3E. OIZ HRHZEQ HE -7 W
O e
6 0= H2E= X ofldo] EUE= A #32| HotS Zals}7| o Cidst XIS AlE 5
0|2 §8 S3EXES MHSHIHL ALEote e|Ligt AFRXS ESH 0218 X[ Foks Hha = UCEE,
Zt X2 X[ 7| 20| 716t= ¢4t HOF Q7S H&t5| 0[Sty 248 It JUS
oLt AFXEZ 0|52 FHNSSHAE AL I Chs AF| RAY 2RI US
Bt A0 Q718 4K
QA0 CHolf AFH0H| geloh= A0 HEE
10| BAIEH UH,

- 02 2 X2 X|g 7| H0] 4%

- 0|2 LEUS B2ots 32,

Q712 02 A7E

0l0fl et o2t L2
Z2 X2 X4 7|82 oS5

M-33 (NSPM-33, National Security Presidential Memorandum-33)

H IS
H#Z(OSTP)O| YHESH NSPM-33 Q7|2 0134 X|E

2 upshH
O]= 9|3|ZAt=(Congressional Research Service, CRS) HE11A0f| 2, FY2025 A4 SHLIHL(R&D)

- 20224 CHIPS
HU0IM 32 571 7|22 oAt HIES St Al TR A R&D Ofl4k2] 9F 92 5% S RIXIGHH, JHE 7|28

ot 2
7BE O8I 213
MWL) (DoD) : A R&D OIAL| 41.8%

- El:él-_lfl_(ﬁ —OoT
- HAZX[R(HHS) : MA| R&D 0f4t2] 27.1%

- OIiX|F (DOE) : 7| R&D Ofl+k2] 11.6%
233 (NASA) : TH| R&D 0j22] 8.5%

- 3=
- ST (NSF) : MX| R&D 0flit2] 3.5%

1) Sargent, J. F., & Gallo, M. E. (2024, March 27). Federal research and development (R&D) funding : FY2025 (CRS Report No.

R48307). Congressional Research Service. https://crsreports.congress.gov/product/pdf/R/R48307
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| AR 2N 2|2 QIXf QX T2 J(MFTRP, Malign Foreign Talent Recruitment Programs)
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NSPM-332 eit X3 (federal funding)0l EYE HRIRIS S35t ATKNH HEE= Yooz,
AYYE XIFS HYHO2 TG UK 0R0] M2t X 057t L2t
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| 0|2-EUH | SHSSAT AEt 20|

OI{ X5 AO|HEQE X273 - DOE O 205.1D, Department of Energy Cybersecurity Program

- (ROIE TA7|7] 221 oliel 0l (foreign travel) #8, SQ1E 0|5 Bl W LH=71E WEok= 2E0
et &= M 22| | 7/ 8712 +dotH, oiig 22|32 §REXSEH 28 2 AZ0| et XIFL 24
A2 HXE NS

7421 Bt : DOE O 472.2A, Personnel Security

- (HISA aliQl0ls 211) 22t 51715 AFshs 2E MEAY

PO 5171/ ™2 St HR{IAL 27t ot
2 2Fs 21 Q= JHQIR2 HIZA(HRIA) si2(0|E ™ AlZlS iy QIAE t=0]| 2 15H0FoHH, £5| Bl
L2 7H= 42, 015 M 22 WHAX o2 2H XS U0 X gy 22| S HI0t0f 5tH, TZ=7} 0|5y
HZ(deviation) Al = SAI(Z2Y 52 O[L{) E1T5HOFE

- (7IEt 210 HE) 2 71=0] L=710i| A5k ER, A M(occurrence) & 22 3 O|LH0] 3
UML) MEH E 1

M o272 : DOE O 475.1, Counterintelligence Program

- (E(C) TR BIY) O IR0 JHNS 5t S0 5 BILER, DI} QIS T MR, JHQIK,
RIAEQ!, EE X FE0| QU JH9IS0| Cl S2/n 812 S6 47, TL, 712, 81 GlojEe] 2
B}

- (A9 B E|RiZIAE Ei DI 913, BIZZR|, BT W B 0|22 (unclassified) 22!
442U HiRls HIY 30Y A

=
~ (OIBHRIAR: 42) ADIZIE} Q12{t BIZIZEHI0| CHa =0 0 = t=0f5t Ho| Q= 712 BA| Weat
DOE Z240fl Ti3t CI H2{T/5 (310, L1t Bief S ), ARIZZ7} Ad(affliated) Q21| ML
IHQIR/ RIS/ TGS B B, ADIZIZ7} Q12 HEH B o 22(LMX| 27) 51, AR KEO|
RIgiEl= B SQ0IS(RIZ=7), BRI} B3 81 SS QI3 WHRA(OC!) 22, DOE/ NNSA #%-
GiiA - AlSEE|X}, DOE Sgalel 59| 9

rir

~

50 U.S. Code § 2652 - Restrictions on access to national security laboratories by foreign visitors
from sensitive countries
x 0= o HE

— DOE Af/stots HA2 QIZt=7+0| A|21/TH2|Q10] CHaH BHAZALS TN 2I=25HX| obe S, =710t tqtay,
SHE 7 |AAAIAT, O] S &by siETl 2 7|5 S 25 Iy - RX- MES &Y X|gote 2X|Z9
IS Mgt

* (712t A A) LANL, SNL, LLNL

** (SHR7|MAA|A) The Kansas City National Security Campus, The Pantex Plant, The Y=12 National Security
Complex, The Savannah River Site, The Nevada National Security Site

» £5|, XI¥=7Kcovered foreign nation) @1 &=, 2{A|0, &5t 0|240i| CHEHA= Al T2 M 30 0|F0f|
ol3|0f =7t Ot 019 £, 7|2 - Mot H|0|H 0|37 S2 SHok= HA 4E2 MQotil= &Y AMetoh=
HOR A Z43H'25.4.15 &5)
* 50 USC § 3059(e)(1)0il 2AH



HBE. O] APES 0 NE- 7Y 2 oA

6 7191 7 a2

- QM S =X &S : DOE 0 486.1A (Foreign Government Sponsored or Affiliated Activities)
('20.9.4.)

« H|2O0| o o|=Q1 M2 T2 73 : DOE O 142.3B (Unclassified Foreign National Access Program)
(21.1.15.)

« 2A Q= &% : DOE O 550.1 Chg 1 : Official Travel (19.5.2.)

1) fg=7t 23 2= YT A &S0l st SH|

X (H3H 7H) DOE O 486.1A

- (FGTRP 2X|) DOE X(Employee) ¥ Contractor Personnel @ 2/&=7KCountries of Risk)2}
A E QITY X| T2 TH(FGTRP : Foreign Government-Sponsored Talent Recruitment Program)di|
[}5t 20|12 YIZIMO 2 X5
* (Contractor Personnel) CRADAE £l 8837 E 486t Q2L H7At: Lt
X =7t 552 DOE EH0|X| (https://www.energy gov/science/countries—risk )0l HA|Z0] OH, HiZ JIs5.

2511 6% 7| 9I8R7 B2 £3-2IAl0}0[2- 25 Watz A

- (7IE} 212 ME oA &= H|§H DOE Z12(Employee) 2 Contractor Employee’= QI&=7} 23 7|E} =2
HE oA &Z(Other Foreign Government Sponsored or Affiliated Activities)?] 42, DOE XM E=
12| SRUHEAL] AP M™ 501 SLoA Tt 0 7ts
* (Contractor Employee) DOESQ 118 &7 U= ELSHARE

TEHTE £sH= AP BEEX| 242

1o

O|5HH, YO LY 7|0l AL CRADA SS =i

- UBHE NF 47, UF7|BO| 47 DHE XL, 7, ITHE FE T2 H0f S| g
+ QBY DITH BSOR} AT 1T BX, 2 TE, XX A5K 52 S5 94T HR 40| HIE =
=8 Hg 4ol g
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| 0|2-EUH | SHSSAT AEt 20|

(M2 Cf4) DOE O 486.1A, M1&(Purpose)0i| 2™ X& CHA2 CHEat 2

- (FGTRP 3X|) DOE %/& 2! Contractor Personnel2 FGTRP ZX| j&QIH|, 0] & Contractor
Personnel2 CRADAE 55l 3T A E £8lok= HAEXIE 28t 7Hs
* (Contractor Personnel) DOE O 486.1A, Attachment 2, 4.c.0f| [F2™, “CRADA, SPP, ACT H%| LHOIA
DOE/NNSA AOIE = YrhZZHoN B4 3 022t FASH RADE +™chk= 742172l ATA=
“Contractor Personnel’ 2 ZIFE0 2 789 M2 A
* (Contractor Personnel 0i2] &5 DOE O 486.1A, 3. c. 2! Attachment 22| 4. Contractor Personnel
& = 012 2H(dE)0ll EH ODOE 22 10| ok MY ZEMEES MK C R 0|3dt=
3loIHAM A0 @ DOE A E= O|= FE XQ| QAL = ChARE DM@ Ee Lo Q= 2
ol= AAE 2 89 HA| ey
[2hA D2tz AP} 70| ME CRRIRIE JH T2 REC| S20) 2t Aojg 4 9
OfCHH AL G171 L A2 HEX SO0 22lot7LE DOE Aot =8 ¢+4A 5 & A 712 0| 22 HE
- (7IEt 22 HME oA &= H|$H DOE % 2! Contractor Employee2 HHX
Az 20| sPHE|N, CRADAE Sl SSHUFE otz L 7|2 A% HEX= HQE
* (Contractor Employee) DOE2F CRD(Contractor Requirements Documents)7t I &HEl |2k SH0{| A
NSE AU RO Z, UEHOZ DOER} 18 As W2 XS 90|

=21 b = ey i =)
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JAIS}) QEtxio 2 CRADA HIZ2 DOE O 483.1B(CRADA) T30l 2t ZIsieh=E| Siig 750l FGTRP
M 912 ¢loD2 DOEL Mt SHATARZLE FGTRP 23 HEE QHUE 3= UX| U8

- CRADA M|Z Al DOE O 483.1B 740 2t = A~ X|ul - H&F 6{E(FOCI) £
- J12{Lf, DOE O 486.1A 7 &0 2t ZHESAHLE sHlote HLXKContractor Personnel)HH T
FGTRP&H HEE Q+18t = U= 2H T80 EXxjsiC= Mol f2] 2
- M2t CRADA xil" A| DOE EL= Al 22K A =0 FGTRP &2 MHE QX5 4 5lot MHE
E45H 3

~~

r
k]
&5

v
M
n=
>
o]

2) 2|52l 418 =AH R DOE At S B SH|
% (2 714) DOE O 142.3B
- 0= 2 =X43 71t 215212 DOE A4, dH, 7I=0 et BZS SHlot/| flet 7I& Al

ol

5122 23|
HXIZ 0|23HOF Bt
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M3, 0| (R0t 59 HE -7 U folAE

| 3| DOE O 142.3B0j| MEZ F2 27 A&

B2
Access Request « 2|Z0I0f| CHSH AP 591 T4 FACTS A|AHIN| S2E QR
0[ZIM(CV) < 18M| 0|5 BE ZH-5t2 =&t 104 7+ Z8 A0{0F &
01Z =H|(Sensitive Subjects) ¢ X|™E 212} 7|& BOk= 7| AA} DA
O] 21/H|X} 2FEH « SNl HF AR0| QL0J0F 5HH, 7|7H2 ¥ 7|t UX[sHOF &
=7t - HIt * “Countries of Risk™ (I& =71 A%At= gt 7|& B2 3A E= TH 2R
B2 X| &= SAIXHSST) + SST &A= E4 501 22 (DOE Mg 2%)
213 ZAK(Indices Check) « UE 32 RY2 AN CI(HE7 |2 4E U5
SHIR U SAE * BIEAI DOE 2|3 = SQUE ARt SAEZ XIFE00F ot H, UH QU SF ER

- =7t =M E= 71#0] Red

=
o
X (HH 23 HX) ODOE % MU &

(X8 Ci4) DOE O 142.3B, XMI3Z(Applicability) 2! Attachment 1- CRDO| (M2 M& CHA2 TS} 2

- (DOE 25 Y A% BA) DOE 28, 2t 28 2A], &% 2A{, CSOs(Cognizant Secritarial Officers),
PSOs(Program Secretarial Officers), Under Secretaries incuding Science/Energy/Nuclear
Security

— (NNSA) NNSA A H0 2 X1

- (DOE/NNSA H2FX}) DOE/NNSAZt AR - QLS MA(site), HE E= 7|=0] thet =012 H2E Ao
Leloh= ARt
* DOE O 142.3B Attachment 1 - CRD, Section 4.a0]l 2 Hosting Site= AAt 285k= 22HATAS

ISkst 2 QI (may include) HA|
- (BI=3XY 2= A ARt SH=ZXHSubcontractor)
- (24=2!) DOE/NNSA HA, HE, 7|&0 Hdotds ZE 2=

* &3 R} FESH DOE/NNSA 4, &, 7|80 HZotd= 2E =20 ML= S /2

0jo

oA, tt39 ER0l= = ¥ AN Y= Ee 52 §l0] 2 7ts

- 0|=2 0|2 X|S0AM Q| &=, O|= =X Hal Rt (dual citizen with U.S.), 271 HEOH H25H= HL,
DOE7t Z05t= SA A T2 HE O}, 371 AL, LEEEZA(General Access Areas, GAA)
e x 2

[s)
LiOATS] BIRIS S5 WS (10l ZIX| W2 5) 5 S BS, HIAA| H30| B =0 bl ChSolz o

o= o = S =
ol 21, Ol HXt =QU(BF 17M] 0[5}), IAEA B4 AFETH
% DOE Aot BYoITA0 BECIT Al 2 750 X thy L BN 871 5 BORI2| 2452 Y YA CIE 4
Qleg 99|
mE= T
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[ O=-EUH | IXSSAT HFEL ZHO|

3) DOE Zlo| 22|Lt2t & Al K2 Arst
X (& 7&) DOE 0 550.1 Chg 1 : Official Travel (19.5.2.)

% (82) DOE 23 7152 22IL{20 01 DOE 27} E43H ABol0t, 55| DOE 16t 374U 28 79
£ 50| 402 4 /002, QaLiztS0IA DOE Y FYHTA BAKIO MHEOE oHY E= 23S B Hos s
E.

|
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I
ikl
A rio
=
rE
ﬂ“
H
ool
i
h”
el
o
Hl
N
HU
>|
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_5:

» DOE HE=(Office of Intelligence and Counterintelligence, IN)2| AP &I He|HS 42 Q416
AME B11HX A @FE = UB

c MEUEN=(EE S

S2H0|E, =2 £t 5)7t U= ER, LA M HOt HE =
o YA YR 71 BE U, 82 T S2 FTMSH Befotl M= S=ol0F 51

(Mg Oj4) DOE O 550.1, HM3H(Applicability) ag & b0l E X8 CHAS C13at 2
- DOE 2A FA|(All DOE elements)
- NNSA

gjo

- DOE AH2Xt (DOE2F AMZASH site/facility management contract®l Attachment 10 HA|E
Contractor Requirements DocumentZ} L&tE AL

* 23|Lt2t 7| 20| DOESL X2 CRADAE YEIMO 2 site/facility management 71| F0f| SHHSHX| 222, S A 20|
CRD7} BAIMO 2 IO QUX| 242 8t 5l 7|3 2 A% G172 H= DOE O 550.12] ZIF™EQ1 ME ThAl "DOE H2fX0f
S| 243, L2t DOEZ} IHE B2H(CRADA) M1 Al Ho| Aof 2718 Solf 2 XIFe| 2 274(0f: FTMS 55, Kid

QU A &2 At 5)2 7|2 E= HEXI0IH 2ok 82, o ALY AFEM 0[40] @78 4= UL R I8

(=)
CRADA 7|9fAf9| 2 28tE ZEot= 0| 22

0II

=]
T

tm

(HH| 221) DOE 0 550.1, M3™(Applicability) c&0f| 2|H, CHS9| ARQ0e 2 FH| HA| CfA
- BXZ $5l|XHGrantees)
- AL XA 2I(FERC, Federal Energy Regulatory Commission)
- ol ¥XI2 212 (Naval Reactors)
% DOE O 550.10| BAIE &% 7942 DOE 2 Aot Z-ATA HYE0| E4510F ot= FHY

[}
| SRTACL BT Al £ FHO| S T U BIX 27 S HOMHE] £72 JiY IUSTAOIC TS 4
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990|
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| 0|2-EUH | SHSSAT AEt 20|

W ZSAL0C TE £

ol
PIN=]

| 24| DOE O 486.1A % DOE O 142.3B & FAQ

nA
HO

A

Ol |

&=7t0] FGTRPO| 2013t 0/2]
LICt. DOE2 CRADAE |Zol
OI|__|-9|_?

PYN=]
@Eﬂ%

0|
0f

A
=

(o)}

CRADA 17801l FGTRPOI| st 21 g2
21282 CRADA MIZ A| FGTRP 0[2=
LQFok= EAt U= %= B2 Ui

FOCI(2l= G&) tAE ARINL,
DOE O 486.1A 301l 2|7{5t01 FGTRP

olgs Q7e 7isd &
) DOE HE&= IEATFA DEH(O
DOE A[E0H| HEZ5HH FACTSHI MR SE o ojgy9 A = HE QX &
_ _ =ge7A Pl S)A L2 2F =
9l SAEO| AFK 201 LWQEHH, FACTS °
Ao ==o EreIRpo} s QLR HXKOY - FNAP S)E Sdlf ol
DOE 9I7AS Wesf2i® ofm majg 18 S52 DOE HEAt S ATA Y N0 WRXO| NS
HX{OF B1LIR? AR 2 M SEATAIH GO )15 22 01 sae S0 A1 AR}
£ Ao, H7| MF2| 22 FNAP(Foreign = e xT—— o E=n=
National Access Program) 88 &4lg = _ - =
GITRIOA 712 QG| = Bt X A HXh= NE SEATAEE MOy
= AS
S ~—unt = - = DAL TR0 SHE 0=
DOE®! WEief2i®l AR MBO0} & Ol w2 =% da e iz s an oo, S SRR TR AR
= oILLO? MHE ALK = o F/ANE ™ L, = (=]
ki'rr7|' ML'l'J-I-- OEE A|'|_410'” I-”E DIEI —%’_—,I'(?J
DOE £ =Ed+4A %E Al 05 DOEEes= mEATASAEI QRS A0 EEE DOE = a8 A TA &
SAETH & HQ0HLQ? ol MYX|= HXILEF2 2 s ':c'i‘i—.*@ § E AN & e
DOE®} SS¢710] HOotHM O HFE  OI= W MFE Ui 42 RE0HHIAIRL WR E= MF SH0| W= X SR(F, J,
ol ™ H|Xt B EQtQ? HF A2 SHO| BEA ER B S)E QI5t AP A1
Y= SH0| TR AL OIS 22 HAld W2 50| 232e 22 DOE= DOE £= mgf+a &0 U 582
Ss + ULQ? SUS ARSI HAE ERE = US Tl 4o, HQ A 2EME HR
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M3, 0| (R0t 59 HE -7 U folAE

At 712 7|8t 22|

- 15 |= Qg 25 HERIA : Science & Technology (S&T) Risk Matrix (22.12.17.)

- ZRATAO| Q|2 7|&uto] #X|E : DOE P 485.1A (Foreign Engagements with DOE National
Laboratories, 2022.10.7.)

- FESARILHA(CRADA) : DOE O 483.1B Chg 2 (Cooperative Research and Development
Agreements, 2020.10.21.)

« M2FM OEL{4 T2 J#(SPP) : DOE O 481.1E Chg 1 (Strategic Partnership Projects, 2022.3.4.)

1) AE7182 218 S8 2R ¥ Ek Hora| XX|
X (&2 1) Science & Technology (S&T) Risk Matrix

- DOE=7|E8| +ESAIL Exﬂﬁloﬂ EHEX| = 871012 ofHet s, =71 e BHIRIE0 HAH
SIE0] UCHD HHE= 7|aS Aty 25617| 2l S&T Risk Matrixs 28
- 0| EEAL= 7|=

Yellow, Green)2 =2

XN ®M=(TAR, EAR)Z ESEX| ¢t 717K &2
Asg 2R

[]OI'

tot0], 3EA SE(Red,

AXE
E
o

| # 5| Red, Yellow, Green 7|52 M9 L XX|

0|79 ZHA E= A A4= 0t #HE 2dds RSk« “Higt 7|&(restricted)' & %

A, 0|24t 7|&0| AT HAIRE 21 §l0| 'Ig=7t « Y=/t ASA E= 7|8 FZ22 DOE 22(HOQ)
(Country of Risk) 0l 222 Z<, 0|=29| aial 27} 0[00] 2 SE 7|2H(field)2| Z3HEl AAF 2 AP
S OIS Z2e = U= A5 71 X ez 7

Red

AN T 2 ZW BHM S5 Red(H3t 712)2 - 25HE 2UER TR
Yelow — XIME 7H540| Q7L 8 X7t QRS AE J|E - AT} EE 9B0I0 HA Al X7 891 EE
x5 ol A 52 5 IS

AN L= =X Y= 2 E St U0 =g - Bk Hjet Gl
ol
=

Green N
7= FH .

® Red
o ZHH MY ZYWHa HHE UZHES VA, Olet 7|=0| HEset
(Country of Risk)0| 2R& %‘-‘?—, 0j=22| siA 27tojelofl SCiSt DS =2
* 0|2{$t Red FHES CI2
ASRL I TG0 AEHE AAL 2 %ME Hgut= “Hist 7|E(restrlcted) 2UF
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* DOE 4fot A7A = OES Eetote 22| A El(Access Management Plan)S +~&ot1, ZRHE
FEF7| Heto] 2X HEHet 25710 -?-ONEE 71N 2= L DLEES 60 &
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[ O=-EUH | IXSSAT HFEL ZHO|

Bl ERE A M 28

2. Mol ol= =9 HLRMOIXK Principal Investigator)

3. DOE O 471.7(Controlled Unclassified Information, CUIO| H2|=! H0f| 2, XSt 7|0 CHat
EEPE-I h:apt-l, I—lx—i Jt-I:L Ex-” I—ixl.

4. Y 7|29 KAIAA(IP) ES X & 74 £= ST Moj| XA HES| SX|ot= HAt

5. O0]= LHOIM2tE Export License 90| B2 28 =7t (Deemed Export)

6. DOE O 241.1Be st7|&XHE(Scientific and Technical Information, STIE X&s5| AlY

2 HESH= MRS 7EGHH, 012 HE QAR AUXH QTAEM(CRD)M| HAIZK US.
2t AtA= CRDO|| M2t Atd| XS OF#otal, O] EXio= A$t 7|= FH|0f CHet MAEst HE &
S HXP7t BIEA| ISt 010F &
@ Yellow

o ZNH-ZH 2 ZH0IM EF Red®[Et 718)2 XIHE 71580 UZLL, ZEHE F207H 2§t 200

aigot= tE /& FHME 9

[EEE B

* Yellow 7|2 FH|0f kM= HSt €2 HEEX| 7ts -

1. Yellow & 71& FH= EF =UM F7HH01 SH Z2X17F Q712 + US

2. Yellow FHl= 2E2| “2hel S (watch list)" 0l KBTI O[SHE 4= LM, 2t HtA= Yellow 7[&0
o 2LEHY & SH MAESE XX =2 OO o

3. 7|& 200 e} Yellow 7 |&2 HETH 715X 7I200 ol FoE = UL, E= 7|&/20t 20F M7t
(SME) | ILH:_rO ulog (=13 _1&_5 9“%

4, MRA= IO A| Red S 7180 27 5= M2 #2|A=l(Access Management Plan)Q| RAE
15 Yellow 58 718 Z2MEQ| st HIAES S8 = US

b.7t50lH 7|EQ HEAX| = D2 HMS 2Eol0 ofd Z2HEN| Rt SHEXIE HEdt= A0|
HiZ]

6. Yellow X2 AL, YIg=(Country of Risk) &4 Q12110 HE ZQLt 25 S} 250 HI7LAt
L 22| KA ol W = QA X1 T2 J&(coaching/awareness training)0| Q72 = US

® Green

. N U/ TH BT BAE
1

° 7|_7|_C_

Green 530 siESHX|TE, BF

=]
=

ro

AP0 gl ME 7IE FHE 20IE.

I5F ALt 7|& M=E £Z&(Technology Readiness Level, TRL)0| X2 7|&2 UHIXO
CAl " A2 OFd

am

HU

* Green 55 7|52 7I1Z00 DA E SHAA 20 F7PHQ1 ES XXt Q7&K oM, 2iXf 28 S e
HAO T2p X2 E

2) DOE % Mst 2upi7A0| 2i=7|2iate] 82 XIA
X (R X)) =2 7|2ate] #X|E : DOE P 485.1A (Foreign Engagements with DOE National Laboratories, 2022.10.7.)
- (ZE AYS) DOELS 912 7[2140] £2{0] DOE & 9i740| DA} HEIE|T, 917AL| 50 Q2 4340 o}
E|X| 20t0F BtCh= Q72 MAISHH, 2= 7|21te| ¥ A| LI ZUE SE5I=X| (R & HE
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(1) 71= €215 2 7|x A7 (Foundational Algorithms and Basic Research)
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@ Battery Science & Technology (HHE{2]| 2}5}7|%)
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(6) Molst &7 2 7| (Biomedical Research & Technologies)
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(PH2) EU FIMI Toolbox= 272 FE A& JHY(FIMI) -0 tiSot7| I8 CHEX0|1 22Xl S
DAz, 2| FZ2YS B30k, UFEH ML XIS $lgct= 9F ZHI0l tSst| Holl A=

(F8224) 2 A= Ul 7HX| &3 F0f 7|8t
- Abgt OIAl(Situational Awareness)
 Rapid Alert System(RAS)S Safl /8 =X 2 H[0/E B9ES 43
% (MIF: 22) Common Framework & Methodology (38 T3 2! &#2), Monitoring & Detection (ZLIEH

2 E4X])), OSINT Investigations (20&X &&= XA}, Information Sharing & Analysis (M2 28 L 2A) Impact
Assessment (Z&F M7}

- 3|28 1=(Resilience Building)

X (M5 22) Strategic Communications (M2f& 717 L|A|0]4), Policy Responses and Strategy (H3 thS 2 ME),
Internal Organizational Structures (LHE ZZ| 71X), Rapid Alert System (A& ZE A|AH!) Awareness
Raising and Exposure (14 M1 2 =&), Capacity Building (¥& Z3}), Digital, Media and Information
Literacy (CIX|E-0|C]0{- M2 2|HZA|), Strengthening Independent Media (5& A2 438}), Empowering
Civil Society (AZIAtE] Sk 28}, Fact-checking (HEXZ)

- Xt Y 2H|(Disruption & Regulation)
* Digital Services Actet 22 HEE Sall Fall 29 2= 7[AXHSE X Ei= et

X (M5 22) Digital Services Act (CIX|ZAH|AR), Code of Practice on Disinformation (SINE AN 43),
European Media Freedom Act (R& 212 AIRE), Transparency (8 H11), Addressing Al and Emerging
Technologies (Al 2 41E7|= H2), Other Legislation and Regulation (7|Et 21 & 7A|), Engaging with the
Private Sector (21ZF H21t9| =),

- 2| X CfZ(Externeal Action)
* CFSP(B32uPtE M=), G7 Rapid Response Mechanism, HXf £X| § uX s & 5t

X% (M5 24) Restrictive Measures (MM Z&X|), Political Attribution (X% %/l #H), International Norms
and Principles (=] 7+ 2 /%), Diplomatic Responses (/1% thS), G7 Rapid Response Mechanism and
Others (G7 4l& TS HIZLIF &), International and Multilateral Cooperation (=14| %! CHAH 2H)

(s € 28 ¢A) 82 3% 4H 28, Fo-BA-2M D Yea 8, M 28 A S Lot S

o
- (M &g ME A8) FIMI-ISAC(Information Sharing and Analysis Centre) &2 Sofl EU 3|¥=,
7|8, A2IAE] 7t 32 7 ARUE 75
- (Ho-EX|-2M mHUT &) EEAS WHOIN HAX Ho|-BX|-2M D=2 7 (Strategic
Compass 2022 S2 78O 2)
- (M T8 Y2 Z3sP) EU L 0 7|2t SN CIXE SHS0] s A Mg

Rt ot 270 i It
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[22 3] EU FIMI Toolbox 7HEx
X (&EX) European External Action Service. (2025). Information integrity and countering foreign information mani

pulation and interference (FIMI). https://www.eeas.europa.eu/eeas/information-integrity-and-countering
—foreign—information—manipulation-interference—fimi_en

69



| 0|2-EUH | SHSSAT AEt 20|

@ 20| f&(Horizon Europe)

(2 Horizon Europe?| H7Ho% =2 74

1) Horizon Europe 7i2
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*e|U2t= 202532 H Pillar 11 Of &3|2=(Associated Country)2 0]
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- (78 7§L) Horizon Europe?| (7 EHOt 78 MAl= M9 80 &l 2M Q| AN LEZ LN, ol[At
A AES BAISH LI Al2F EME &4 HQ. 7| EU Y8l 38E NE Jts

* (Regulation (EU) 2021/695) Horizon Europe2| 42| 7 HLEO CHZ! TSt
3% Horizon Europe Regulation (2021/695)0ll= A& 2t0[2h= H0 Xt&l(research security)Z & |2 HA|=|0f

U 2. L3t security @} strategic autonomy, Union interest 259|204 2 X&H=(Art. 20, 22, 40 O)OI O4LEOLO|
Wz 7|oR A
* (Work Programme) ¢ S22t & A0 AR2E &0 MSHO: “MS only”) & 7t HOt QS
3
* (Model Grant Agreement (MGA)) =&l KI2t HZZl= EXZ AU 2, HOKArt. 13)2t A1t 0H -
20| A HXKArt.16~19 &) &2 MF 2FE A
* (Programme Guide) 1% - Z7t-22|- 2Ot MXI0f Chgh 2 QL Mo 2A
- (M9 7’8) Regulation (EU) 2021/695 X|20-22 - 40Z = Horizon Europe TH&E0A H7E QN XXX O 2
HLt= A 31O 2 Horizon Europe STLEQHO| CHRIE! KA
X (At2) SHEUATREZEME(KERC). (2024) @& A2 = | How do EU do, 2024-1.
o (FI20X(EHOH) AT 43 AN HOt &l =4 EU Classified Information(EUCI) X2 2
(Commission Decision 2015/444" £=x), EU 22 &2 A| HOISIN QM S 1
* (Xk&) European Union. (2015). Commission Decision (EU, Euratom) 2015/444 on the security rules for

protecting EU classified information (EUCI). Official Journal of the European Union. Retrieved from
https://eur-lex.europa.eu/eli/dec/2015/444/0j
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Horizon Europe 1tH|7} ClassifiedS LgistH ML= 71X
* (%3 T2 13(Work Programme)) Regulation X222 20| 271510 A=Y Z 20 71X & QI
20 MISHOHl: “Member States only”)0|Lt £Ot 23 =71 Z748 21 o=
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SKiot=s &

* Horizon Europe Regulation2| Y5 = OfL|X|2t, T2f 7= Tl 7|=2| = 4| = - &2t O™ A 5l &
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. BI-I:éI
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scrutiny CHAO| & 4= US

- R3] F= T7|Z(REA, HaDEA §)0| M(QF AN 2ot g AlEst 2 HoF MA EX}
HAIE == AZS
(SHA'E =xp)
@ Security self-assessment (AM&X} X714
o HO 0|7t U= HMI2t2 Security Issues Tables 2f4ot0] X7IHAS =
0|2t

 Hot HAOME EU 23 8E(EUCHE FEdHAL t=2Eg =+ gl
S= A0 AE

@ Security pre—screening (£ X{/Z&l 7|2 1Xt AFHHE)

&

HO|E E= 0158k /tsd

TS| E= HAl7|2Hgranting authority)0| AFAI] A7HEY HEL MAME 1XHXCZ HE
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- OjBtIZS EU 3|Q20| Ol D2 FHZF R MRE|X|= 24OLt Horizon Eur

OI5&8L 7|28 0|%ot= Z< olid 0|0l CHoll EU ==& X| 517t 217t EU

[ Tip | &7 24 ™, SHF 71&0] Annex | E= ZZEN| HAQIX| HES EU I
HI-%I‘X

ope IHA[0A] EU IFEL{ 7}
MELOH HEEE 72
S10|5H=

tE L2 271 2fQlok= A0

2. FDI A3 2|'d &, Horizon Europe 24H| Z1E &&3l| EU W &2t £XIE FLIg 42 oiig 71=0] FDI &AL

= -

CHQIX] AR 2ol 22

- EUFDI 232|d 82 /=2 FAPLEUS| &2 - SSEAM0| D|Rl= S tAfol| figh alE= S

&2 HALSY

- OietZl= 7|&0] EU W 7|%- S+17| 20l FAtotALE, M| 21E 28 &5 MY Foot= 42,

Maf 7le £O0F2 FAOR FDI AAF ThA0] 2 7K540] 9/

[ Tip | EU L EXt-8txt
Al S| HEAE

=

= TTO%f &Oolot= A0| HHEH

o

=
CC
O

3. EU g7 MEL - EO{XI2| JHQPHE(0: YA, £= HI0|E)S TS B GDPR

A2IE A2, A0 EU THE LS £XF HAF HA X8 75 4S =ooin, BR

XA Il
F4me

L =352

- BBl EU 31920 OfSE GDPRO| A XS MBHX= oLt EU
HorES thoz ool g 2712 S35t Y2 GDPRO| XY HBF 4 282 |

-1 a

HRIEE HE MAXHDPO) XIF, CIOIH &3, EU MERIS| A

I
- HRIEE X2 S4-Hel- 23 7|17 Mt & HojE &2| A= (DMP)O

HetS| 7|Motl, EQA|
HSZXX|(SCC(Standard

Contractual Clauses), DPA(Data Processing Agreement) ) Ot 7Hs

(4 Tip | M2tAMet DMPOI “7HOIEE = GDPRE &=t X|otH, AUFH
HETI = ES TAlotd, B Al EU THELQE ARHO SCC HIZ o

oh-Ysst 5 ESXAE
FE ©olok= A0 HHEH

85



[ O=-EUH | IXSSAT HFEL ZHO|

| 2 20 | Horizon Europe \I7EOt FQ ™

A
HO

Horizon Europe XM|2tA0f| EU Classified
Information(EUCI)S ZL&at 4= QILtQ?

a9
EUCIE OF= ¢7= gk
HOF&H(Security  of  Information

Agreement, SOIA)It HX}7t ZQoH}
Le|LEk= EUE 2Bt SOIAS MZSIHK|
Iteb= 2L} LA EUCIE 2IH
Fgot= 0= H2MC2 270t

33| HEtxY

B FAQ

EUCI & A| MIQEAOH| TIOIE 7+ “S 7K
715 H|0|E(public domain data)” 22
HE5| ZEcH 2 HOtMA}L
0|1, DIZHOOEE EX, A8
HESXX| S HAMi5| 7|1

|5—|
=

$3 jo

o
o
9|

° 4o

2|Lf2} STRHE T2 71 2OHO:
X}, 9F, 4 UAK ) BRY) 25
27

3

)
A O
e

o2 o

ot

AN

22|lgt= E3E=1C= EU 3=
SYUst MHHS JHKIK[E EUs TEEH
KtAf-0]9f-otd 22 Emof s “MS
only” E= “MS/AC only” @ Z+& 204
Hete & US. 0] 42 U EHOM=
ZZ40|

O AL Hete AL SE

HIl=El A 0|2
-r-'—fe—r—/v!m

HIOtA ZH| M B2 2M 2| K22%(5)(6)
Xg 0% U HO! HE 2PE OIS,
D17 20F OIS SYBICIH EU U
MEHeL AME "ol H-HAHS
EE5H= 20| OF

ALK (Result)S =L 7|0t
SR0t7Lt 20| MA S Hojet £~ QILEQ?

(ARH 0P A]) THE =5XI0IIA AR S,
IS 71 #6Ae 019 A7
EM(HE HMA0Z2).

(S 2HORIA RO A 2= S5iRfe| H2H
27| 59 278 M40X3).

(HIAE M= 7120 Z2HE O™ E=
2t0|MAS AR) EU FAl/I=27HEU 019
Holf IR E ZEotil 0|91 M7 +

QIS(HM40K4).

Qalet VIl 34 70N Ei
2O[A HEI2 RIS EDHOIA EU
LEL BRIHL, AN BRI
BI%S P

] MGAS| AQH -H2H -2f0|MA Rat2

RMTAEE(IPR), B2 (Access Rights), *I|3f| ',':'ITF 7+f)lk_|°* ;‘llk‘lﬂ N

MGA(Grant Agreement)oiAf SQIGHO0F 1t @8-St Brl o, elel-RBtelR 1 | S ot o
= = = =d = 2VICA= S = o

st LHRLS 2010|719? sk FHAANA EHo|k Q0| XEkA] St ~ _ _

e FU JBHE SIofq AT SIZT 11 7t

CAE ZIANY ROl oZ, M, HotCh £7|2E EU EHQ CA RS

7

Consortium Agreement(CA)= &
H|Zoliof otLte?

RATA(IPR), 7|28, HIO[H, M3t
#e| 52 7ok UWR AAe=, EU
TP 2|2t M Zok= MGARKE EIHY.
DESCA7t BZRE=Z g2 E8&MH,
LI AT BT AR Ho Y EL
EU OtE2t SY5HA CA ®MZ0| 2+1E

0
oTT,

ARE

O|=
A L—

FEHRIATAH, 7| 2H, BoJE
m3R m2l S0l Bt UmS
X251, ¥% 23 JH540)
AFBH( T 0| 2H0 |44 2L 7184 B2
)2 RIetH EAOIA 0J2] SR3101 CA
oI5| HIOlES T

EU 917 IHE 2| THOIEE(0f: 24}
HIOIE)E CHIE ILt?

GDPR2 EU W BEFA JHAIZEE
H3Z0M 25 AR0E XM=

MetA fe|bet AR EU HI0JHE
XNE2|3HtH GDPRE BIEA| &4

RIgt 2 CiolE ZRIAZDOMP)O
oV *e| S5 B9l B2 TRIS B
7|3, LRA| EU THEL{eH= SCC, DPA S
SEEAIS ARHO| Of

=1
=

86



HIA%, EU Sisioh 22 Mz - 18 U KA
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