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Statistical-based Countermeasures for Adversarial
Data to Secure Anomaly Detection Models in the

Financial Sector

Ahn, Sang-Sun

Kookmin University

This study aims to improve the performance of anomaly detection models in financial
transaction data and enhance their robustness against adversarial attacks. We constructed
Support Vector Machine (SVM), logistic regression, random forest, and Long Short-Term
Memory(LSTM) models based on securities trading data and analyzed the impact of ad-
versarial data on these models. We propose a filtering method that utilize statistical tech-
niques, such as Kolmogorov-Smirnov test, t-test, and F-test, to effectively block adversa-
rial data. The proposed method was empirically verified for its ability to improve the mod-
el performance. Considering the data imbalance characteristic of anomaly detection in the
financial sector, we used Recall (True Anomaly Detection Rate) as the primary perform-—
ance indicator. Our results confirmed that the proposed statistical filtering method sig—
nificantly enhances the robustness of the models against adversarial data, showing mean-
ingful improvements, particularly in terms of recall. This study contributes to the develop—
ment of secure and efficient anomaly detection systems in the financial sector.
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