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[.AE8

E5A121(Blockchain) @543}, A4, =¥
3, T84, 7HAS 5HoR sk A 4 7]
&2, 1Y ARSle] AulE §Aalg o|11E Sl QI
gt TS WAL Qlok (P, 2021). 53], HIE
F1(Bitcoin), ©ltie]&(Ethereum) &9 2703
(Public) =5AQ] AIXEIE BE %OVM GReals
S 7R el BE A dieol Aeta
el fFads HTsto] Alaw NS Aag

t}. olelgk SA o= Qlal, 7FEU(Gartner) 7} A4
gk 2025\ 10t A= 7 5 ahel 519 AR B
¢HDisinformation Security) £AZ s 4ds}7] 95k
et 71z s w7h )bk (Gartner, 2024).
oltjglgdt &2 T/ EF5AQ) A28 7
P4 (Turing Completeness)S T5a1= 2 12w
Aofs 7toz e AEHE(Smart Contract)
7s Attt AnE AEHES Fa)] AREA} 1F
Aok 271& SwEYo = st 4= qlom, Azlw
Ak WS A Aol 7EEo] BE Fofrjd
o3l HH ol® <Qlaf theket Tr s ket
T Sl Hol S Qo] &% 7hsd 25dst
AEZ2NDAO, Decentralized Autonomous Organization)
3} &59k3} F-8(DeFi, Decentralized Finance) 2F3
o F=7] A&FsiSith
S, AnlE AEAEES AFshs S5A2A A
2Hle 9 dlolEE Eelev HAelA FH
227 HE 282 (Oracle) Al 2wt
(Antonopoulos, 2024). dl& £9°{, AvlE HEHE
oA o= E7Fsd WY ARE E2]9k DAO 27
el digaks A9 e dAetaat & o, iy
AH= 2~ntE AEHES] HAAH(Deterministic)
,E_/H/\L Hij]o 1441?«01]/\1 x}ﬂ]x%_qi /lg/\ét‘i;l— ./]:
gick mbA, A A9 AHE AnfE HEHE
oA JERty] HaME LEES Bl 9F=RE

s deiiotof gtk Teuh, BEAIY] AlEe]

A etEe) Bgor AR Ay ARE A
= 7IW2 3 A 3o] BolshA] ¢tk 53], ¢
i‘]—x% zyx%)ﬂ/q le—ﬁ u}-}\li L]Xéf:sl_ %1%1 ;(é

= =o¢ dFAE AdAstasr & 49 e384
ofell Eele= WY ARIE AR 24 vjelt
dele] FAll| ofsf dSE ol ¢ HH, BE X
A7t LT W GRS Frsfof shaL, o
3 L A ARIF BE oAzt Aty
A g ojof gt

ogIgt o= H: gwst 3 BEA A
ol eetEe T glo] E5AIQ Al=H
Alo] e olste] WY ARE Y= v
g Rel gk dAgvb e JEsa Stk
(Gene, 2024; Antonopoulos, 2024; Lenstra, 2015;
Boneh, 2018a; Wesolowski, 2019; Pietrzak, 2019;
Boneh, 2018b; Rivest, 1996; Malavolta, 2019;
Micali, 1999; Goldberg, 2021; Qian, 2017; Buterin,
2024; Chainlink Labs, 2024; Algorand Foundation,
2024; Boneh, 2020).

W AH= B4 A AT ZeEEI) A2
= Z8Y oY 58 Az Fag Arot). 7}
desteelA sk e daelsst 2ol E5
A A2 U TR EFA e Zgo] F ? b
om, DAO, DeFi & E5AS1 7]k F§ An|=
T8 Z8EH. 53], ofWd ool £
Folzbs FTollA 54 Jes Fdelor o= it
A AR Aalof sk Al FARIY

oAy AWy AHo g-go] WltA] o FE L

m1o

M r{n
ol-m d

-
EO

£ ¥

m
a1

¢

B AT g e FEae] Y B
o] /\]}\Eﬂ 1Hoﬂ/\1 xgﬂg @H ;HEE—_ d&a} DX]—
9474 A MY TREZS S 93 a7
o] EFoR, ol YAs| fl3 TR VeEA &
$2 5 Qe gustd e 19 5Y d7E
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al2HALS]

(e}
(DApp) ZREZ AAll| 3] AdZ¢] o)
A 7125 Alge Aog 7dEdk

2L

12. 7

OE
T
a

A= 2mlE HEHE 758 Al¥shs Ui
SN ESA] Al2=HIR] o] e 2] 3-(Ethereum)
531 2 o]9} 458X (Interoperathiliy)< 7}
1= dsh AlAES gPdem A8 HeE AA
SIStk olo we), AnlE AEJEL FAL QA
71=9 HelelE 28eta, BRl S 4E(ECC,
Elliptic Curve Cryptography) & ©Jtg]&lA 74
she 7E WA & viEe R AAE ¢ ol
9 EA} A TRESS doRE AT S
AlgsIslt). s RflolA oldgs Alde] 32
SHlo]x]e} HFE TS} ok ST ATEYs], o
AgEAe] THES FAHORE T UFHa e
T4 7= 2 AT AdE Fgste] A5 T8t

ek

Nog2
@ fob o

fi

7%} QbAs A AR e Ads] 93]
uSE ook sl Qb aqARRS Addstkal, 3%

4 A8 98 288 5 9

= &1 7]%2A] Verifiable Delay Function(VDF),
Time—Lock Puzzle(TLP), Verifiable Random
Function(VRF)oll #al Z}zte] kst 28 st
wAgT) e ko 2 Qb gk oAt A4 7
Adsh= wietel] tisl] Al 2 AES AL

KeN
=
[e]
=

0. o]2&3 w73

B el BEA9 J1%e) Alash BEA
A RN EAS A A i)
oF & oA aTARGe] Bl Mgk

S
g}, whok Aol fjo] 3t SR o] Ay
& 745 dFo T A Tl (Consensus) & &
3 o] XI91E et 297 289 4
o ofd ANER dwd A T
(Cryptographic Hash Function)® A2 ¢1Z%o]
E5 O9R, 70w A 4 ojale o
s Bagtoma BE Yool A A
ek o Stk <ad 1>3 o] o] 5 <F
= o /i EfAHe] xetuw, AYE B5
o= A7 B ool wel 28 3 ol
9] 2lg] 7)He] glo|wm BE Al2El edzlo) 2
54 S sYg AR 7 W ARk ofF
A E(Double—Spending) 3-4< WAIE 4= 9Tk
2utE HEHEE S50 Al2HelA H3H

RO
O

1z

1 e e 1)

Ry
£ 93se Zradr, £ e uss
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( = s1oare )

(" =2 2199 )
=5 #12345 =5 #12346 =5 #12347
Hash Block Header Hash Block Header Hash Block Header
Prev Hash Prev Hash Prev Hash
Nonce Nonce
Root Hash Root Hash Root Hash
Block Body Block Body Block Body
Transaction #1 Transaction #1 Transaction #1
Transaction #2 Transaction #2 Transaction #2
Transaction #3 Transaction #3 Transaction #3
Transaction #N T ion #N Transaction #N
<dg 1> 2542

71 AS ErFser ks e d S gick =3
54 @A) GX Y wgo F7F AEAH E5A
Q1 A|2=8] el S 4= Qe HolE = =
Al QF-ERE Eejetof gty Qe}E(Oracle) A
= o] AN WA= 2lE] FAE dP=Th
QS B o HolE e Bees Al
A, W, FA, AR d5eA o 9o b
ol Al ®WA Il Hibde] ket
(Antonopoulos, 2024). E3], AR7} dd ARE A
A7) 918 AlE(Seed) ARY S 54 ozt
7} ol& AAE A9 W ARE AU oS
& 7hs o] EAg (H)9)4], 2024). o] A
5 Fo3 &8sl ZREF dAd TS
frefulehAl #EE = glom, tgst 34 WHE
Age 4= A gt ofo wef, H 9o {4
gho] 2A|Q1(On—Chain) W2 o2 #He AHE A4
a17] 918l sl Fopll A s e Qick

b}

x
o
o
5!
o
o
-
>
0

2. 29l EA}

=
g4

o

20229 Boneh &< oltjgls 3708 ESAIQ]
gro] dag]Fol S3ke ESAQl 7k dlEAr Al
4 7S Aeo® ARl Y A7 v
o] E5E A%tk tiEAE A S8l v
slojof sh= QA BEln SAES dusiqos
]33t} (Boneh, 2022). ¥ Aol o] nlg
o2 §o] darg|Fel ekelA| ofyslal, EFAQ

4 Addtell H8d o J=E 240 AR 7
A 7e A fsl 25
7H obPdd eqAkte vt

m R

2.1. 594 (Uniqueness)

¢/ (Uniqueness)o]&t, A7 2pe A
o] FoARrt Agks] MEElojof dhrh= A
njghc), ek tizks AAshes daess
A} 7 g o) FARte] ATt e Al
dol S Ak Settiar Wik 4 Qv A

afaLzt sh= Algle] wEt - H oolde] Pt
1

o L

ogg
oo ok o o

2.2. d=E7}VsA (Unpredictability)

d&E715A (Unpredictability ) o] 8, si@ A]2~E
WetellA tEAkE Aod = gl 342t &
A W, 1 FARE o= Fexpt At B
2 ZQNA] dopd = Qlojof e ofmjgitt. FAHE
Ake] ARE BE ot e Gl FA
of & 4 gl HAY, FAEA &2 A7F ARdel
FAAE gRIE 5 A HH 5ETFsAE vk

sh R W 5 Uk oI B9 T

N

FIF



al2HALS]

= Zodx}= thiko 2 DoS(Denial—of—Service)
S Fst] A G ARES dolgiA] B

S, e U oS 24 5

L off oft
X, o

o

o

32

3. 34X (Fairness)

573 (Fairness) o] &, Fogx} & sk
o, 7} %"4%}7} EALE 7857 45} ﬁ%—% 5

A3 O]Oio]c S ofmjgit) g S 1
Hog d5E
s AE=EA 0474 2
337 Ho] ‘”X] i SRR
do] BAEAE geth 3RS dS5E7s
I G AL Al2ES Aol ¢ s A
Akt ool ojwjgt izt At 4 SES
Aol Al frelsil oAy B Fejate] B &
S A ¢ A & A 3RS B

2k 98 5 9k

F

OH oX,
oxl Flo

o,

IR

mI.

i

€

of

S|
a

A
M

2 AlE o] B glo] BEAel Alx
9 el AT UY uE o FA)
GEA A P A A e 5 Qe T

TR
oF % AT AREL FAg,

Proof—of —Stake) 2o EAJghc},
zhey = tﬂ—}\]% Hoqzp = A 5sHA A S
ARgate] Aold ke HES aidahd AR
=72k Miner)= EWHAS Fol Ao o]ojd o
& B2 AN 5 ek olgh e, AR 3 3
218 Zofzte] QksslE] B Al H|gste] A
Po] 2% Theol AT 8BS Akt 5 9
=5 gL

I, oldelE
5295 #)|¢ksl= o= Proposer) =
(32 ETH)= dold 73-- FofK(Validator) 5l 4]
S92 Agehe WS Ak 2ol A
o ujestel FolAds AT A Fold
7F BoHd 7heds S w, MEHA Wl
A RlEEAY 5 7] wiEelt ool wlel, 32
ETH oA o|g]e ~nlE HAEHWE o3+
A 249 ARE sl 9Y HRE A
L, o) noz Ra9) W] utel ozt
% @ 9 Agar oju, RE Folas gds

Al ]_V 9] MA §L S 7Ht}

& oldaly 2.0 ZEEZAME RANDAO
(Random Decentralized Autonomous Organization)
WAS Bgalel 32 BTHE oA BoiAss o)
Aow B= AR Proposer)E AAsta gtk
(Qian, 2017). oleelwol = Al =5 A4
TEE A™s] fsf A @9 Epocht Slot9]
Mde Sl eleiek. shbe] Bpoch 771 o 6.4
o] ARE A oufsi, o] 32719 Sloto®
TAE 5, ke Slot oF 1229 ©9]31 Alo]
T}, RANDAO 218 t}&- EpochollA ARg-g Ad
A, & dE AEE Q] 99 guEas A
Epoch W] 32711¢] Slote] £5 A/37F50] A g
#(randao_reveal,) &S T4t Z3H(Mix)3l
gelgit). A (1) vt Epoch e+ 1014 AHE-2
W A=F Artels A1s vekdk @ Epoch W

Yok 2.0 ZREZA =
54 Ape
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Ok

N =5

Hiol A28 7|9k CHER A1 7[oll et o7 S 3

B Sote] 85 AWdAKEe] AES randao_reveal,
& 7H3L, @ Epoch®] Y A=E 4wst A
Fee] ke ol TS Bpoche] A A=
Ak,

randao_mix,
= H(mndao_mime ®randao_reveal, )

(D

ojw, 7} Slot9/] R o S = Ko
2] (2)8} o] At AH
22 245 7} BLS(Boneh—Lynn—Shacham) A
% 719 (Boneh. 2001)<& AR&sle] =pale] 7§91
712 @A) Epoch Awol Argaio] A3k

randao_reveal ;<=

randao_reveal, = BLS.Sign (sk,, e) (2)

o]%, & EpocholA= A= HH9E & Slot

ARE #83)o] Shufflings 4383+ 5 7z} Slotel
dgshe 85 AE gt 2y, 4
RANDAO 842 tadha] o)A Shdsh dix
247 7S TSt B 4 gl ol 2.2%
oAl 7]&dt T2 dlEAt AAS flsk kA &
TARY 5 oS BrFsAe 4AS vk 9]
ujitolck dhe] Epoch 5271 wWell 3271¢] Slote]

At E EAE o, A Sloto] B5 AR
W A=E sk daelsy) ARl Aled
#(randao_reveal, )& TR ZFoxl=o] vls) |
A b ez, o) Fede] WY A= W oS
Epoch®] &5 A AHE 453 5 A drk
ojtels 2.00ME oHd TREE S B
a17] $18l AR dl|A] Aol whe), ~nlE HEHE
o] 32 ETHE dA|alloFA|qt $-H2K(Validator)<}
Aron Aot 208 TG, 2, UF
o) MBS Yelgomn WY AuE v i
sk 37 5 A el A 998 12
siel 7] alel E1% AL Shleh

ARl B s Aol
t}. Boneh &
S 25 24438k Single Secret Leader Election
(SSLE)= AlRkslgict. g 7IHe ob29] =%
glo] 2AQMA tEARE MAsts, Bl AR
AR ARk wA G g Qs ARSI
(Boneh, 2020). Lenstra®} Wesolowskit Verifiable
Delay Function(VDF) 7W\d& A|etste] ¢rAst 7]
WS AdstaA} s (Lenstra, 2015). VDF=

npx|uk Aozt AEeRs ARE WA 4 ot

L A olF B WY S Avteks |l 2
2= AREE o A8HEs AR B 3

ot B4 4ug WA o 5 gl sk o
S ) S S, R Ak

& A TA EeYl BA%h Vs FAE
oz B el WSk} Bk gos
sl DA FE8E AT A7 A% Fo
ek

_,_4

N
mjc
Jhu

Aol DeFi Z2EZ

Q0] A8 4= It} DeFi(Decentralized Finance)
IREZS Y 71 glo] AR VeS 28
sto] o8 ARlAE S gt AlnES
ofmjgitt. o), Al &£ 9 FrR A4S &
skslr] Slalf Aol 74311% ESAY (AR
oA AHlstar, Hx B HE A HArkS 24121
of 7|Zsh= QA0 A TREIE DeFi
Z9o] dgto g Fid 4 itk

QA P ELREZL o]E4 AFHE o
2} AA| g AH|amE @] AQEE AL Qi o
£ 59, 20173 old g2l Z2k=rHPlasma)
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IEIN S|

% 77 W&l Plasma MVP, Plasma Cash % T}k
3 725 53 AvlE AEYES 283 Az
WA 71eS Rkt Plasma, 2017; Plasma,
2024a; Plasama, 2024b). o]l A /e
A kst At A& o R E A rH(Khalil,
2018; Ye, 2021; He, 2024).

Je eEAel A TRESSe ouzow
A W& FEsAY aoksle] LAl 7140
2 7)1Zahs Foab /i .32 0]El (Operator)
o] EAIE Fa stk ool EAE =Y
Al A el el agdoz T 9 24100
A4 4 k= %Wﬂ UAEE, 54 Aol At

]o]/] EEH EXJJ,]_ /\l

olggl IS SHsl] flel, T3t ouy
ole19] 3t AgHS TS AT SAl
Al=gle] QFAdS StHate]s A9t AlRE ST
(Ye, 2021; He, 2024). o|& £}, Espresso X2 2]
Eo| A Aokt &3} £ (Decentralized Rollup)
o QA A S SOk BES Qs
oV AN FAF AN WA
s BEe wyska sk
5, BEAQ) |e] Tk @A) AA|
REZIE FA9) tEA A4 7S ezl
7] gede sk Sk o R 2l
g Stk 20219 Ye 52 71E oltlEls 7Nk o
A9l g-g A|Z~BI(R. Khalil, 2018)0l14] =¥ Q5]
golele] EAE Azt T FASIE
218 AIFSIATHY. Ye, 2021). 1&L} 8
Q.jﬂ qu_a 525 }oq r,HVLz].d A—]Z%o
h, NS WAsks W Zad 9y
E(Salt) k& Folak 1+ b Eulsh= 141
X#‘ﬂ o] AAEA ot AR ThsAel AL
Ak Ak WAE {44, dF BV, 384

NE

(2
¥ E %“f
4 X
M N oE i
o ol rlo o

l

o Al 7HA 8 23S olBAoRE wEE &
ASA s, T2 A= gk Al2=E Bt 24
B wgke sinEoln® AA| TS fAsiAe
bdstal 5 7hsdk Wl AAp) S

of g}, 3, 20231 He 5-& Hyperpay Z2EZ
= &l o] Fene] vl wet euHHlolHE A
A3}kal, ©]E Verifiable Random Function(VRF) 7]
whow Fsks 7We Akt (J. He, 2024).
T1efut o] WA G gHEo] o x| el H]est
o] AAF =R F2F9A(Randomness)< ERFch
3 s, 344 (Fairness) THSS1A] %f'?}
= 3]

AR A, 5 BE A} 5

=,

ojMH, etEH T F Y glo] FAS]
B4 A4 78S A3E 5= 9okd, DeFi 22 &
FoA 54 ot Agg FEsAY AR W
S Q°KBatch) Yulo|Eshs ogts Fasfof
[ ]

Aol o s 4 gl

N

192wl

ol
ﬂ‘

1. Verifiable Delay Function(VDF)

Verifiable Delay Function(VDF)+= 94& kel of
sk AggkE A ARRS A AR 5 Qe A
Fhe T a8HeR AE e 52 9

nght}. VDF §Hre] Astghs ditehs S W
E Albel] Adgle] A&ZAQ1 drte] AA ARF T
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SAl AL ZHE CHEXF MY 7(#of| 2t A7 S R 112

]

e

Slernbs eiEofof gt o]F, <dike] At
ab Aztel A (Correctness) S U5
w8 3 N0 AF Thssitt ol
AREE S AREe] AZpol7b A ALke] Ale]
(Exponential Gap)®HE H|tH
]fr,}rr—] VDF 7 &

i

VDF $Hre] datelae vt o] -4t

pp, T« VDF.Setup(\, 7): 71 A4 7]¢hx}
22 AEleks FAY 2 e, kg vt
HE Ak At Sligolat A AR YRl T
& AAste] 99 A 374 FeE ppE Y
Eig=

y, ™ < VDF.Eval(pp, z): 827} 371 3
e ppot A 25 43k VDR it

AZgk y ot A A S sk THE &
Zggi.

1/0 < VDF.Verify (pp,z,y,7): <Ak
= HAFetaxt sk oy 9 7hs b,
fho ot A3k y, SH 75 A AA
THEY 28 A2 ARE el y7t zoll tigk
A% Aol gnt=

NS

= od flo

22

r2 o

A (Asymmetry )<
FHo2 HAZF 7Fssitta

Lo

re > o
(Eorx AL Jf

VDF9] 7id2 20154 Lenstragr Wesolowski®ll
]3] ﬂfr A= Tt (Lenstra, 2015). ©]%- 20184
Boneh & (Boneh, 2018)3}, Pietrzak (Pietrzak,
2018), Wesolowski (Wesolowski, 2018)¢l| 2J3l] &
4oz A3 4= &= VDF 7ol sl 57}
G = lek. VDF] 7S thekst b H2E
gk 2 FEE 4 glom, gy oR A 7Hx| 9]
A7 Aol EAgE A HAlEE THEAQD A
AI%1(Hash Chain)& &al At A3gks Akshs,
ALk T3l ARkl gk S Ths e S s
AAE= Incrementally Verifiable Computation
(IVO) 71¥<= &3l A5 a84ds “hshke 719
o] gtk aF WAL A8Aow 4 Thsaht W

9 Q] AFsgS Aol oldtks WAt &
AL, F WARE RSA mEE it go] ®
£ A% QWS BEI) QUL SAH0E 5

&= 25 AleE(Modular Square Roots) 7|1k
VDF ®2lo] EAjgtt, 4] (3)2 3ld VDFY A1<
LERAT

VDF.Eval(pp,z)=1y
=z mod N

olefgh WAL Al Flo] Thssiths Ao
otk ey, o]EH o2 VDFE A8 TSR
Zahe, Ag) 7)13 glo] w7) deHE s
o= 6%7417} EABICE o] <l ek Aol

A EAR 4 tskae GCD(Greatest Common
Divisor) ¢ JO] A&HH o2 Fgfr|ofof g o]
sto] AAsh= W] Fol EAlg

T B=A)91 A|xElA TR Foixr) &
Zajo] shiel W AuE AYstAl & A v
gt e} AR ARE WS AR wx A4
wE 859 1¢ o Aol molA| Bt
uA} 3 ), Hx ARG AAFoR dA Hof FH
Z= Uy AR= uqz1 o} 2= o7 Hrh= EA7p &=

Zﬁo}oﬂ;]. VDF s 2835l Wy ARE A4

Fobl ot eleh B 9] Bk
2 WA AR S g0l 8
49 9712 WET 5 9)
a2 g 2 okAA mEl

& 7ol A= A
2. Time-Lock Puzzle(TLP)
Time—Lock Puzzle(TLP)E ojudl &

g O‘j{\_]-o]—ﬂ -r]oﬂ/ﬂ O];H /\]7} Tu}. “’fﬂxﬂ,.‘l
2 ANE sl ke B WZ sEelk
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al2HALS]

Arkel AS ARksls HAAA AA AR T
TkFe] ik 31471 eqtEths HolA VDReF

ol oEe A AHeA Aols Itk
VDF®] A9 Ha gk Abghe] d4ks ghashd,
U Aggks 2ee a8 oR AT Jheeithe
5740l ol TLP+= Fofzaprt ditel Asghks
ARkt A7 et A3kgrell tisl el
olele E4S /I B3 D% AR Hol
& 7RItk TLP= vt 28 daelgo® 4
A,

Z<— TLP.PGen(\, T,s): 7] A4 7]#}
2E AFshs FAE F2 e, b ket
el Ao} A4t Slgrefat A AR Y= T,
Al theh A s ghs WA Agste] jshd,
ol ti-&sh= dsss HE Zo] E9drh
s < TLP.PSolve(Z): 4534 #E25 9
Hahe A9 AL T7h A F g 57k 9
A,

Rivest &°| A& Alkgt TLPY /g F=
RSAS] 58 ¢iks 7Who = sjo] A 7hss)
CHRivest, 1996). v, 252491 TLPO| 7%
Fefzrel 7t S7ketaL, A s oAt Arks:
T b ek Folapt dAEsEs 7t
Al gk A dohli= bl ARl F7tstt
A7} A3t o]0l whel, 2019 Malavolta
= FolAp 7 SUksl e S R
Linearly Homomorphic Time—Lock Puzzle
(LHTLP)®]  7I¥<&  AAESI T Malavolta,
2019). o= &A1 71N WY AR Y, FiR

2 A Aol 2850tk

d

ol Mo

o rir

3. Verifiable Random Function(VRF)

Verifiable Random Function(VRF)&= 7% 71+
g WY ks ks S E onleith okl |
G A= ol tial] 7Rl 7] skE BEAskal e At
gk A= pof] tigk WY FhS g1 5 Al S
L= s =1 TR LS R LS R S | S N MR Rt

| gt ARLE Y ASE F
At

VRFE 19998 Micali 5] A7l o3 #5032
A AT (Micali, 1999). o] IETF ¥+2 $Ig
el 95(ECC, Elliptic Curve Cryptography)
7IHE A 7ol AR AT (Goldberg, 2017).
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Ao Ao &84 (Efficient Verifiablity) 3} o] 2 93k
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VDF TLP VRF
Uniqueness O O O
Fairness O x A
Unpredictability O O
n n n
Election Result y; modn @ s;modn EBlyl modn
i=1 i=1 h
Input Privacy X O O
Public Verifiablity O A O
Proof Generation Slow N/A Fast
Efficient Verifiabilty @) X O
Trusted Setup O O X
Scalability High Low Medium
Corrupting Parties n—1 n—1 less than —
Hash Chain with IVC, RSA
Constructions Modulus, Permutation Modular Square Roots ECC
Polynomial
Implementability Low Medium High

Limitation

Delay time 7,
Trusted Setup

Delay time 7,
Trusted Setup,
Inefficient Verifiability

Majority of Honest Parties
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A Survey of Leader Election Techniques without
Oracles in Public Blockchain Systems

Young Ah Shin Geontae Noh Ji Young Chun

Korea University Seoul Cyber University

This study investigates the current state and applicability of cryptographic techniques for
achieving randomness in public blockchain systems without relying on external oracles. It
focuses on three candidate mechanisms, Verifiable Delay Functions (VDF), Time—Lock
Puzzles (TLP), and Verifiable Random Functions (VRF), which are suitable for blockchain
systems that utilize smart contracts. Each technique is analyzed in terms of its ability to
satisfy key security requirements for leader election, including uniqueness, fairness, and
unpredictability. The study also explores real—world use cases in blockchain consensus
protocols, DeFi scalability solutions, and off—chain payment systems. The comparative
analysis reveals that the three techniques differ in their security guarantees and im—
plementation characteristics, and may be used complementarily depending on the system
environment. This research is expected to contribute a theoretical foundation for the
design of randomness—based protocols in decentralized autonomous organizations (DAOs)

and blockchain—based distributed systems.

Keywords. Public Blockchain, Leader Election, Verifiable Delay Function, Time—Lock

Puzzle, Verifiable Random Function
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